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Background Details 

At 00:28 UTC on 1st October, an index in the Atlas authentication database became 

corrupted. This caused some lookups to fail, causing login calls for some HVCA and DSS 

customers (and a small number of timestamp requests from TSA customers) to take 

additional time, in some cases exceeding the 5 second timeout allowed for these calls and 

returning an HTTP 503 (Service Unavailable) error 

 
The light blue in this graph shows the 95%ile time for Atlas calls. Increasing HTTP 503 

responses are in red. Times are in UTC 
 

 
Here the HTTP 503 responses are isolated, timeline is the same. 

The Incident team (formed of members of the Infrastructure and Engineering groups) 

identified the corrupted index following extensive investigation and rebuilt it. The rebuild 

completed at around 15:30 UTC on 3rd October, resolving the issue. 

However, the issue recurred around 6 hours later. The Incident team were able to reduce the 

impact by repeatedly rebuilding the same index during the further investigation required. 

A solution was applied at 09:00 UTC and the system has been stable since that point. An 

extended period of close, hands-on monitoring was applied for 48 hours to ensure no further 

adverse effects were experienced. 

Many customers will have been unaffected by this issue. Unfortunately, due to the nature of 

the problem, a small number of customers were particularly heavily affected during the 

above periods. 
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Timeline (all times in UTC) 

1st October – 2nd October 

00:28 Index on account table becomes corrupted, resulting in a small number of 

authentication calls failing 

00:30 – 2nd October, 05:00 

 The number of failures increases steadily over time 

3rd October 

01:00 Infrastructure NOC Team reports flapping of external monitoring of HVCA and 

DSS API endpoints, as the account used for external monitoring had started 

to be affected. 

01:13 Incident is confirmed and posted to https://status.globalsign.com  

01:30 Following initial investigation, incident is escalated to local team in UK for 

investigation. 

01:30 – 07:00 Investigation continues. The investigating team explore whether the incident 

relates to the most recent version upgrade of Atlas but this proves negative. 

All systems and databases are responsive and healthy but calls continue 

failing for a small number of accounts. 

07:00 The team explore increasing the timeout on the authentication calls, which 

reduces the number of failures, but this has to be rolled back as of around 

07:20 due to a massively increased load on the database cluster from this 

action. 

07:20 – 15:00 Investigation continues. The team perform a full failover of the primary role on 

the authentication database cluster to ensure that there are no hidden 

performance issues. The development team helps to perform a line-by-line 

investigation of the authentication code, but the team are unable to recreate 

the issue manually. 

15:00 The team identifies that some of the queries being run during authentication 

are not using one of the indexes, resulting in the data set being loaded into 

memory for querying. This indicates a missing or corrupt index.  

15:30 The team rebuilds the corrupt index and continues to monitor the issue 

closely 

16:30 No further issues have been seen, so the team marks the incident as 

resolved. 

--- 

20:50 The issue begins occurring again. 

 

  

http://www.globalsign.com/
https://status.globalsign.com/


GLOBALSIGN INCIDENT REPORT 
 

www.globalsign.com   
 

4th October 

01:05 Following further escalations from the NOC team, the rebuild is re-run, 

reducing but not resolving the issue. Investigation begins again. 

01:05 – 08:50 Further investigation continues as to why the index is becoming corrupt, 

closely examining the customer calls made between an index rebuild and a 

recurrence, along with any background processes or tasks that have run in 

that time. Some tuning is made to one of the database tables to reduce the 

impact of authentication by customers with the largest accounts. 

08:50 It is identified that the level and timing of table “vacuuming” (cleaning up 

fragmentation from insert and update operations) seems to correspond with 

the problems being seen, and vacuuming is disabled, resolving the issue. 

 It is discovered that vacuuming is being triggered frequently by the number of 

dead tuples (deleted rows) in the table, which the process was not able to 

fully clear. This failure is suspected to be the root cause of the index 

corruption. 

5th October 

09:19 Following inspection and adjustment of site-to-site replication settings, 

vacuuming is re-enabled, and monitored to ensure that dead tuples are now 

successfully being cleared. Hands-on monitoring continues to ensure that the 

issue does not re-occur 

 

Root Cause Analysis 

Following extensive analysis, the team identified that the one of the indexes on the table 

holding customers’ domain claims had become corrupted. Domain claims are enumerated 

as part of the authentication process in preparation for building the JWT token that is 

returned to the customer (or passed to the service in the case of TSA). 

This corruption did not cause any immediately obvious load on the database, and all test 

queries returned in milliseconds as expected. However, when bundled together in a single 

transaction, the multiple calls required for authentication consumed a large amount of 

memory (RAM), causing congestion and exceeding the 5 second timeout limit for a small 

number of customers with more complicated account structures. 

Following the second occurrence of the issue, it was identified that this corruption was not 

caused, as initially suspected, by a failed or unexpected write to the table on behalf of a 

customer request, but by the database vacuum (clean-up/defragmentation) process. 

This runs periodically, but during the incident was triggered more frequently due to a 

relatively high number of dead tuples (deleted rows which are pending purge from the data 

files themselves), which the process could not clear. A replication issue with our secondary 

service site was preventing this from completing cleanly, which appears to have been 

resulting in one of the indexes on the table becoming corrupted.  
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Preventative Measures 

Replication between the primary and secondary service sites has been examined and 

optimised to prevent it from causing problems with table vacuuming going forward. 

The Development team have made some efficiency improvements to the authentication 

process to remove the need for querying the domain claims table during authentication. This 

change will be deployed over the coming weeks with the next scheduled release of the Atlas 

APIs. This should improve authentication performance for all customers, noticeably so for 

HVCA users with many domain claims. 

The Infrastructure team are exploring a number of ways to improve alerting on increased 

error rates, in order to improve their ability to identify and respond to issues like this earlier, 

including: 

• Updating HTTP 5xx (server-side error) monitoring to exclude some types of error, 

including those from third-party services that return a 503 on an invalid inbound 

request. This will allow hard alerting on level of 5xx errors rather than having to 

measure % of total calls. 

• Ensuring the GlobalSign NOC team have established processes for identifying and 

investigating internal error spikes. 

• Implementing reporting on error rates per customer, allowing customers who are 

disproportionately affected by an issue to be identified with and communication 

outside the normal processes to be established. 
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