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S/MIME Certificates for Email Security

KEY BENEFITS

Cyber criminals have become increasingly sophisticated at targeting 
organizations and email is the opening attack vector in 91% of attacks. 
With publicly available information and just a bit of effort, they’re tailoring 
emails to impersonate employees and C-level executives, mimicking 
company communication. S/MIME Certificates digitally sign and encrypt 
emails, helping organizations protect themselves from these threats by 
authenticating the sender of emails and encrypting sensitive information 
contained within. 

What is S/MIME?

S/MIME, or Secure/Multipurpose Internet Mail Extensions, is the industry 
standard for email security certificates. S/MIME Certificates provide two 
critical cryptographic functions:

 ■ Digital Signatures - Authenticates the sender of the email and creates 
a unique digital fingerprint (or a hash) to prevent tampering, assuring 
the recipient that the email originates from a trusted source and its 
contents have not been altered in transit

 ■ Encryption - Cryptographically secures an email so it can only be 
opened by the intended recipient and is unreadable to anyone without 
the corresponding private key.

Fortify your email security by authenticating senders 
and encrypting sensitive communications 

 ■  PROVE MESSAGE ORIGIN
Digitally signing emails 
authenticates the identity of the 
sender, assuring recipients that the 
email is legitimate

 ■  ENCRYPT MESSAGES IN 
TRANSIT AND AT REST
Encrypting emails ensures only 
intended recipients can access 
email content, regardless of where 
the email resides

 ■  CONTENT INTEGRITY
Digitally signing emails creates a 
tamper-evident seal on message 
content, ensuring message integrity

 ■  NATIVE COMPATIBILITY
No additional software needed; 
compatible with leading enterprise 
email clients (Outlook, Thunderbird, 
Apple Mail, Lotus Notes, etc.)

 ■  AUTOMATE DEPLOYMENT  
AT SCALE
Using AEG (Auto-Enrollment 
Gateway) and its Ready S/MIME 
feature automates provisioning, 
installation and management of S/
MIME certificates at scale.

 ■  CHOOSE YOUR SIGNING 
ALGORITHM
Select SHA256RSA or RSASSA-
PSS (Managed PKI users only)
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Digitally Sign Email
Verify origin of emails and sender identity
Spearphishing and CEO Fraud are two of the most common 
types of phishing attack. They attempt to confuse employees 
by impersonating co-workers and C-level executives.

Digitally signing emails counters this threat by clearly 
presenting the email sender’s verified identity information. 
Email recipients can be sure that the email came from a 
legitimate, verified source and not a cyber attacker.

S/MIME Certificates for Email Security

Certificate Provisioning and Management
GlobalSign’s S/MIME Certificates scale to accommodate businesses of all sizes, from individuals to small and 
mid-sized business to large enterprises, with certificate lifecycle management and automation technologies like 
GlobalSign’s Auto-Enrollment Gateway (AEG) to simplify high volume deployments.

MANAGED PKI PLATFORM
Organizations requiring more than five certificates can benefit from GlobalSign’s Managed PKI (MPKI) platform, 
which offers significant volume discounts compared to purchasing individual certificates, centralizes billing 
information and enables administrators to efficiently issue, renew and revoke certificates as needed.

ACTIVE DIRECTORY INTEGRATION
Use GlobalSign’s Auto-Enrollment Gateway to 
automate deployments by leveraging existing Active 
Directory architecture and Group Policy to provision 
and silently install certificates for domain-joined 
Windows and Apple OSX endpoints.

INDIVIDUAL CERTIFICATES
For organizations that only require a few certificates 
(< 5), orders can be placed directly through the 
GlobalSign website. Renewal reminder emails are 
sent when each certificate is approaching expiration.

Example: Digitally signed email in Microsoft Outlook

Q1 Sales Figures

Hello,

Please find attached the sales figures for this quarter.

Jane Doe
John Smith

jane.doe@globalsign.comSigned By

To 12:45 PM

Delete Respond Share to 
Teams

Move Tags EditingQuick
Steps

Teams Quick...

File Help AcrobatMessage

Q1 Sales Figures  -  Message (HTML)

Example: Encrypted email in Microsoft Outlook

Q1 Sales Figures

Hello,

Please find attached the sales figures for this quarter.

Jane Doe
John Smith

jane.doe@globalsign.comSigned By

To 12:45 PM

Delete Respond Share to 
Teams

Move Tags EditingQuick
Steps

Teams Quick...

File Help AcrobatMessage

Q1 Sales Figures  -  Message (HTML)

Encrypt Email
Protect email communications in transit and on mail servers
Encrypted emails can only be decrypted by the intended 
recipient. That’s because S/MIME uses public key infrastructure 
to encrypt the message and its contents. The email is encrypted 
with the recipient’s public key and can only be decrypted with 
the corresponding private key.

This means that the email will be unreadable to anyone without 
the private key, whether an outsider gains access to your 
company’s mail server or if the email is obtained in transit.
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