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Minimize Phishing Risks with Auto Enrollment 
Gateway (AEG) – An Easier Way to Deploy 
S/MIME Certificates for Microsoft Outlook 

The Challenge 
Email remains the communication medium of choice in business. It is also 
a prime entry point for hackers, who continue to find success with phishing 
and spearphishing scams and Business Email Compromise attacks aimed at 
vulnerable employees. 

Best practice states that you need to take certain precautions to secure Microsoft 
Office 365, including client authentication and email encryption. S/MIME 
certificates, which enable both digital signing of emails as well as email encryption, 
are often not deployed by organizations on account of historical obstacles to their 
adoption. Because the certificates and keys must be managed for each recipient, 
large-scale deployment can be particularly difficult. 

The benefits for employing S/MIME certificates include cryptographic verification 
of the sender’s identity, message integrity and authentication – making it a worthy 
option for organizations hoping to reduce their risk of cyber attack or data breach. 
Yet S/MIME has traditionally been used only for a subset of mailboxes that require 
a higher level of assurance and compliance. The challenge is finding a way to 
enable easy widespread S/MIME adoption so that all employees are able to 
enjoy the benefits of being able to spot legitimate emails at a glance and knowing 
sensitive or confidential information is encrypted, both in transit and at rest. 

The Background 
The phishing threat landscape is at an all-time high with more remote workers 
and email communications than ever before. Already more than half of the world’s 
population uses email (Radicati), and that number has been predicted to grow by 2 
to 3% each year from 2018 to 2023 – an incredible statistic given the explosion of 
social media and instant messaging platforms for online communication. 

It’s no wonder, then, that sinister hackers are taking advantage of our reliance on 
email to send scams and harvest personal data that can be held for ransom or sold 
on the dark web for substantial profits. According to SlashNext’s State of Phishing 
report, in 2020 alone, daily phishing threats topped 25,000 a day by mid-year – a 
30% increase over 2019 figures. By Fall, the number had grown to 35,000/day and 
it reached 50,000/day by December. 

CUSTOMER BENEFITS 

■ Hooks directly into Active Directory, 
making it simple to enroll, 
authenticate and provision new 
devices and endpoints 

■ Recover keys for easy archival in the 
event of employee turnover 

■ Authenticate every email sent within 
your organization 

■  Encrypt each email thanks to 
GlobalSign’s powerful cryptographic 
capabilities 

■  Manage certificates for a wide 
range of use cases through a 
single interface – from SSL/TLS 
certificates to S/MIME to digital 
signing certificates, and more 

■  Experience total control over your 
organization’s certificates – rotate 
them regularly or revoke on the fly 

■ Set policy and then let AEG take over 
and do the rest 



About GMO GlobalSign

GlobalSign is the leading provider of trusted identity and security solutions enabling 
businesses, large enterprises, cloud service providers and IoT innovators around the world 
to secure online communications, manage millions of verified digital identities and automate 
authentication and encryption. Its high-scale Public Key Infrastructure (PKI) and identity 
solutions support the billions of services, devices, people and things comprising the Internet 
of Everything (IoE).
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AEG for Secure Email 

Not only are hackers not slowing down, our ability to catch fraudulent or 
malicious emails has been impacted by the sheer amount of digital data 
being consumed on a daily basis. Rather than rely on cyber-
security training alone, organizations are desperate for solutions that 
take a more proactive approach to email security. 

The Solution 
GlobalSign’s Auto Enrollment Gateway (AEG) provides a direct gateway 
between a company’s Active Directory and Atlas, our next-generation 
high-volume Certificate Authority, making S/MIME certificate enrollment 
and revocation easy and efficient. 
Windows Active Directory has long-been the leading method for organizations looking to simplify access between Windows 
servers, desktops, and Microsoft business apps like SharePoint. In fact, according to Frost & Sullivan, “The use of AD is so 
common that approximately 90% of the Global Fortune 1000 companies use it.” 

For enterprises which are already utilizing Active Directory, AEG is a natural solution, allowing IT administrators to efficiently 
distribute S/MIME certificates to large populations of end users. Once certificates have been installed, the end user experi-
ence is seamless: digital signatures email encryption can be automatically applied to all communications. 

Digitally signing emails with S/MIME certificates offers many benefits, including: 

■ Tying the sender’s third-party-verified identity to the email 

■ Clearly indicating authenticated emails to help differentiate from spoofed messages 

■ Supporting non-repudiation and preventing any changes to email contents after it has been sent 

For administrators, AEG offers streamlined management of S/MIME certificates through an intuitive user interface. And it’s 
designed to scale – making it simple for IT teams to extend the solution to new certificate types and use cases over time. 

Use Case 
In a large university system, the diverse – and constantly changing – set of end-users makes the organization uniquely 
susceptible to phishing scams. As the quality of phishing and spearphishing attacks have increased in recent years, it’s been 
increasingly difficult for busy, academically minded employees to identify and report these instances to IT. One data breach 
could lead to PR disaster and long-term financial loss given the personal nature of student information. S/MIME, while 
considered by management in the past, was never rolled out due to roadblocks involving the high volume of certificates and 
the time and money it would take to put new systems in place to help with management and tracking. 

The decision to utilize Auto Enrollment Gateway (AEG) from GlobalSign was an easy one. The fact that it is an automated 
solution connecting directly into Active Directory means that IT managers can quickly provision new user certificates. 
Another critical factor in the IT team’s decision to implement AEG was the cross-platform agent that supports enrollment on 
Windows, Mac, and Linux machines and applications. 

Not only a win for technical teams, the S/MIME certificates have won over end users with the easy-to-spot certificate icon 
that appears in emails which have been sent legitimately. Due to high demand, IT administrators appreciate that AEG 
and GlobalSign’s infrastructure can withstand very high volumes of certificate issuance so the university can be sure that 
the solution will scale over time. Most importantly, university leaders feel confident having a safeguard in place to prevent 
phishing scams and keep sensitive emails and other data secure. 
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