
USE CASE

Auto Enrollment Gateway (AEG) for Streamlined 
User and Machine Authentication in Remote and 
Hybrid Workplaces

The Challenge
COVID changed the way the world works, and even post-vaccine many  
companies will never return to former status quo. Businesses across the globe 
are looking for ways to both enable remote work arrangements and make them 
more efficient. This task would be challenging enough on its own, but ensuring that 
employees are achieving the same levels of security outside of the workplace as 
they did in their offices is a bigger issue altogether. 

While an organization’s IT department is capable of managing and securing its 
own devices, allowing employees to access a company’s network using their own 
adds an unknown variable. In fact, studies show that 41% of remote workers are 
accessing confidential work information using unsecured personal applications 
(Wrike). 

Unfortunately, IT teams were already stretched thin before the pandemic. 
Having to secure remote and hybrid workforces requires a level of oversight and 
management that many departments were simply not prepared or equipped to 
handle. Although digital certificates have long been seen as a legitimate solution 
for access control, they are notoriously difficult to manage – especially in mid- and 
large-sized enterprises where machines and users easily number into the tens-of-
thousands, or more. 

What IT and business leaders need is a way to centralize, automate, and control 
certificate activity across the organization.

CUSTOMER BENEFITS

The Background
Over the last decade, the business world has witnessed the incredible growth of 
Bring Your Own Device, or BYOD, policies. Even before the pandemic, 60% of 
employees used a smartphone for work purposes (Forbes).

Now that the globe is shifting towards fully remote and hybrid remote/in-office 
workplaces, employees’ personal devices are playing an even more vital role in 
their day-to-day responsibilities. Workers are using whatever might be convenient 
at the moment – personal cell phones, tablets, and even computers – to send work 
emails, conduct video conference calls, send instant messages to colleagues on 
cloud-based collaboration platforms, and VPN into internal networks. 

 ■  Simplifies digital certificate 
enrollment processes 
Enable strong authentication 
for every device and user in 
your ecosystem with automated 
certificate management.

 ■  Enables Universal Endpoint 
Management and Mobile Device 
Management (MDM) 
Ideal for today’s remote and 
distributed workforces, AEG is 
integrated with today’s most popular 
MDM/EMM platforms including 
Microsoft Intune, AirWatch and 
MobileIron Cloud or Core.

 ■  Supports a wide variety of  
use cases 
Whether you require certificates 
for web security (SSL/TLS), digital 
signing, secure email (S/MIME), 
or authentication, Auto Enrollment 
Gateway can help you manage it 
all with an intuitive and centralized 
dashboard. 

 ■  Scales as needed to 
accommodate additional use 
cases and/or devices  
With Auto Enrollment Gateway, 
organizations have access 
to GlobalSign’s world-class 
infrastructure which has high 
availability to handle large volumes 
of certificates.
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The Solution
Research conducted by McKinsey during the height of the pandemic determined CISOs and cybersecurity-operations teams 
are looking to prioritize identity management and control and invest in automation to free up valuable IT time.   

GlobalSign’s Auto Enrollment Gateway (AEG) enables both. It’s a scalable PKI solution designed for enterprise 
environments using a mix of platforms and devices. A convenient Active Directory connection, or gateway, makes it simple to 
enroll and issue certificates to all types of Active Directory objects, including users, servers, desktops, laptops, and Domain 
Controllers. Using AEG, a company can install agents on endpoints across their network and use them to provision, install 
and manage a range of digital certificates while managing it all through their dashboard. 

For IT leaders hoping to transition to secure and user-friendly certificate-based authentication across the enterprise, Auto 
Enrollment Gateway offers powerful automated capabilities in an affordable and scalable package. GlobalSign manages the 
security, high availability, and Certificate Authority (CA) operations, replacing the need to hire additional cybersecurity staff 
or weigh down existing team members with complicated PKI tasks. And versatile cross-platform agents help administrators 
meet a wide variety of use cases including mobile, machine, and user authentication. 

Use Case
For a FinTech organization with offices around the globe, ensuring sensitive company and customer data remains 
protected is a top priority. But with 1,500 current internal users – and ambitious growth projected for the coming year – IT 
administrators are finding it difficult to stay on top of digital certificate deployment and renewals. With little room in the 
budget for additional security staff, company leaders know they must find a solution that is as efficient as it is powerful

Enter Auto Enrollment Gateway. With AEG, the company can ensure only authorized users have access to sensitive internal 
and client information. As a global company that has continued to onboard new employees during the pandemic, issuing 
new certificates with AEG is easy thanks to a native connection with Active Directory. Automating the certificate installation, 
renewal, and revocation processes has enabled IT members to spend more time on employee support and less time on 
system maintenance and manual tracking. And company leaders know their most valuable asset – their data – is safe, no 
matter where employees are logging in to work. 

In just the last year alone, thanks to the appearance of the novel  
coronavirus COVID-19, leaders have pushed digital transformation 
plans to the forefront, making it a top business priority. Not only will  
employees expect to use their personal devices for work, but the  
expectation is that they will be working outside of the traditional office 
some – or all – of the time, as well. 
 
For businesses that do not have a strong BYOD or remote work secu-
rity posture already, this combination of occurrences can be disastrous. 
The average cost of a data breach increased 12% in the last five years, 
to $3.86 million (Ponemon Institute and IBM Security). With their very 
livelihood on the line, businesses cannot afford to risk company and 
data security by enabling remote work for their employees.
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