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GlobalSign has collaborated with KeyTalk, a leading Certificate and Key 
Management Services Provider to offer an automated end-to-end Secure 
Email Service for both internal and external users. This service provides 
companies (including employees and departments) and even their 
customers and external parties with the hassle-free capability to digitally 
sign and optionally encrypt their emails for trusted, secure, and compliant 
communication.

The Challenge 
You’ve probably heard of the term Business Email Compromise (BEC) 
before. But maybe not the term Email Account Compromise (EAC), which 
is a close cousin of BEC. In fact, BEC and EAC are so intertwined that 
the FBI has been tracking these scams as a single crime type since 2017. 
Business Email Compromise (BEC) and Email Account Compromise 
(EAC) cost victimized businesses over $1.8 billion, representing 44% of all 
reported business and consumer losses in 2020 reported by the FBI.

Emails that seem to come from a reliable source e.g. a colleague or the 
CFO may not be authentic, but an attempt to get money transferred or a 
hack via a seemingly reliable link in the email. This can easily be remedied 
by using KeyTalk’s Secure Email Service, powered by GlobalSign.

Digitally signing emails is an effective first line of defence against 
BEC scams. However, the deployment, installation, configuration, and 
management of S/MIME certificates for all employees and their devices 
can be time-consuming, complex and requires considerable support from 
the IT department. The Secure Email Service changes all this. It makes the 
deployment, installation, configuration, and the management of S/MIME 
certificates simple and quick.

Digital signing and encrypting emails is a must for any 
organization to combat phishing and protect privacy or 
business-sensitive information.

 ■ The KeyTalk Secure Email 
Service is quick and easy to 
implement as the first line of 
defence against Business 
Email Compromise, one 
of the largest and fastest-
growing cyber threats. 

 ■ Digital email signing is 
a robust and proven 
technology. The Secure 
Email Service includes all 
necessary components in its 
one-stop-solution.

 ■ Employees can continue to 
use their familiar email client 
(Outlook, Apple Mail) on all 
their devices.

 ■ The Secure Email Service is 
cost effective and scalable for 
entities of all sizes.

GlobalSign and KeyTalk create  
Secure Email Service

The problems it solves 
and why you need it

 ■ Tamper prevention

 ■ Unaltered contents

 ■ Message privacy

 ■ Proof of authorship

 ■ Authentication of sender

Email security and  
validity mean:
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About GlobalSign

GlobalSign is the leading provider of 
trusted identity and security solutions 
enabling businesses, large enterprises, 
cloud service providers and IoT innovators 
around the world to secure online 
communications, manage millions of 
verified digital identities and automate 
authentication and encryption. Its high-
scale Public Key Infrastructure (PKI) 
and identity solutions support the billions 
of services, devices, people and things 
comprising the Internet of Everything (IoE).
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About KeyTalk
KeyTalk is an internationally operating 
Dutch IT security company. Delivering 
a patented Certificate and Key 
Management system, capable of fully 
automated management of complex PKI 
infrastructures.  With KeyTalk’s platform 
customers can protect their data-in-motion 
based on 2SSL protection and 2-factor 
authentication.  In the context of the new 
GDPR legislation the KeyTalk CKMS is the 
cornerstone for complex IT infrastructures, 
secure online portals, encrypted email, 
digital signing solutions, secure apps and 
IoT devices, all protected against man-in-
the-middle attacks.

+31 88 5398255
www.keytalk.com

Secure Email Service
The Secure Email Service consists of S/MIME certificates, by GlobalSign for 
both Company and their external recipients. Certificate and Key management 
service to manage the request and provisioning of certificates, automated 
LDAP directory services, to allow for seamless sharing of public keys to 
enable trust between sender and recipients. Optional external user email client 
configuration app to help the external user get set up.
 
The solution consists of digitally signing and encrypting all employee email 
messages. The digital signature provides proof of the sender’s identity. The 
signature is placed by a digital certificate (GlobalSign’s S/MIME). All common 
email clients such as Outlook, Apple Mail accept S/MIME certificates. After 
issuing and installing the digital certificate and configuring the email client, 
signing takes place by default and optional encryption can be used.

Implementation of Secure Email Service
The Secure Email Service is both easy to implement and scalable for 
managing Secure Email regardless of volume or technical environment. The 
solution can be installed on premise or set up as a cloud-based service.

1. Appoint an administrator who will manage the service.

2. The administrator enters the required data for the onboarding process, 
this includes company information and domain names that will be used 
along with the number of email addresses that have to be connected to 
the service.

3. GlobalSign verifies the identity of the requesting organisation and its 
ownership of the requested domains. KeyTalk enables the setup of 
configurations in the application.

4. GlobalSign provides customer with their account credentials which they 
will use to connect the KeyTalk and GlobalSign services together.

5. The Secure Email Service provides an explanation email to all 
employees/participants in the service. This includes general information 
about the service and includes links to: 

i. install the KeyTalk agent
ii. automatically set up the agent with settings specific to your 

organisation. 

3. Participants can now start the agent and provide their email addresses. 
The application then sends a verification email with an automatically 
generated one-time password. After this is added to the agent, the 
certificate is automatically retrieved and installed. The service also 
configures the email client to use the certificate. 

The Secure Email Service is an easy to implement, scalable solution for 
managing Secure Email regardless of volume or technical environment.  
The solution can be installed on premise or set up as a SAAS solution.

For more information contact us today to arrange a demo. 

GlobalSign and KeyTalk create Secure Email Service
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